SAMPLE PROCEDURE
Client Record Security, Maintenance, and Access to Files, and Data Breach:
Protecting Personally Identifying Information (PII)
1) No records or lists will be maintained where they may be seen or read by others that we serve, volunteers, or members of the community.
2) [bookmark: _GoBack]All CSAP personnel will have access to client records on a “need to know” basis only.
3) All personnel will be continually reminded of the need to maintain confidentiality of client records and will sign an agreement to maintain confidentiality.	Comment by Michelle Dixon-Wall: This includes all administrative staff and you will want to ensure onboarding of all staff is clear on this point. You will also want to describe what this looks like at your agency since this is broad as a sample.
4) Personnel must maintain awareness of the presence of others in the office.  Discussions of clients must happen in a private office setting.  Personnel will discuss clients in a professional manner.
5) Information about clients will not be given out over the telephone, in person, or via emailelectronically via email or online reporting methods, unless requested by a known individual that the client has authorized on a signed release of information.  Personnel will respond with “CSAP policy does not permit us to give out that information.”  This includes requests about whether or not a person is being served by CSAP. 	Comment by Michelle Dixon-Wall: Ensure training to all staff.
6) A signed Release of Information form must be on record to release any client information unless an exception to confidentiality in law or policy applies.
7) Statistics and data released by CSAP to state, federal or other agencies will not include information that may identify the person.
8) If, for any reason, records are to be inspected by any authorized outside agency, the individual(s) must be specifically authorized by contractual agreement and must sign a confidentiality agreement.  The taking of notes, copying or removal of records is limited to contractual requirements.
10)	Active files are kept in a locked, fireproof cabinet.  After hours, the key to the client files will be kept locked in a separate cabinet.  Records will be kept safe from loss, destruction, theft and unauthorized use.  Back-up documentation is securely maintained in the Infonet database, via OCVA’s data collection program.	Comment by Michelle Dixon-Wall: You will need to specify how they are kept specific to your agency for accreditation purposes (not data breach related).
11)	Inactive files are kept locked in the CSAP filing cabinet for up to one year.  Closed files are stored in a locked storage area.  Files are destroyed on a schedule according to our Record-Keeping Policy.
12) In case of dissolution of the agency, records will be forwarded to successor agency.  If there is not a successor, OCVA will be temporary depository for records until a successor is determined.

Data Breach Procedure 
[bookmark: _Hlk19799238]Unauthorized access to, unauthorized acquisition of, or accidental release of personal information that compromises the security, confidentiality, or integrity of the personal information (PII) constitutes a data breach. 
Identification of a Data Breach
The Executive Director will be notified upon identification of an actual or suspected breach of data. Notification shall occur as soon as possible and not more than 24 hours following the discovery of a data breach. The CSAP will conduct a notification to affected parties: 
Notification of a Data Breach
Reasonable attempt shall be made to notify clients whose PII has been compromised or released without authorization. A program staff person, in coordination with the director, will attempt to notify the survivor that their PII has been disclosed.
· The program staff should discuss with the survivor what information or records were breached, explain the CSAP policy and procedure, engage in safety planning as appropriate, and provide any additional information about the CSAP’s plan to address the breach and contain further breach or exposure of the survivor’s information. 
The Executive Director or designee will notify the Office of Crime Victims Advocacy (OCVA) within 24 hours of identification of the data breach.
· The actual PII will not be disclosed to OCVA in the notification but shall include the extent of the data breach (for example: 1 survivor’s PII accidentally released or a database breach of entire agency client records).

Concurrent to the actions outlined above, steps shall be taken to restore data, reinforce security and to return all systems to full operation as soon as possible. The Executive Director or designee will investigate the data breach cause and notify the OCVA once fixed.
· This may involve working with an IT person to install malware-blocking software, replacing equipment, or changing the locks to an office or file cabinet.
· In the event the breach involves paper copies of documents, immediate steps shall be taken to recover and secure all remaining documents. 

