SAMPLE 
POLICY ON RECORD-KEEPING OF CLIENT FILES

All services provided by this Program are confidential.  The Program recognizes the very personal and private nature of the information that may be shared by those dealing with the trauma of sexual assault.  The Program is committed to honoring the choices of survivors and to provide services in a manner that facilitates client empowerment.  The Program will take all necessary steps under this policy and Washington and federal law to preserve the privacy rights of those who receive its services, unless expressly authorized by the client to do otherwise.

All records containing client-identifyingPersonally Identifying Information records shall be generated based upon recognition that the client must be served by what is recorded.  Records kept for the purpose of providing advocacy to sexual assault victims will contain minimal information specifically designed to provide continuity of services and supportive assistance.  Factual information is only documented to the extent necessary to provide service.  

Access to Records:  The security of confidential files will be maintained.  Access shall be limited to sexual assault advocates and counselors with a legitimate need to access such records who have signed the sexual assault program’s confidentiality agreement.  Original files will not be removed from the program’s premises.

[bookmark: _GoBack]A client may request to review their record and may make or request a copy of anything in it.  The program may charge the client a reasonable fee for the copying.  The program has a right to ask for at least 24-hours’ notice prior to making the file available to any client.

Auditors, funders or governmental oversight agencies should only request and have access to statistical information or data analysis from the program that does not identify survivors by name or circumstances that are personally identifiable.  However, such officials, auditors, or agencies may require review of the underlying documents that support such data.  If these documents do in fact contain confidential information or personally identifiable data, the program will limit the accessibility of these documents to as few individuals as possible and only allow access to them with a signed confidentiality agreement assuring that the confidentiality of such information will be maintained by the funder, auditor or agency and will redact all personally identifiable information.

Editing/Alteration of Records: A client may request the correction or removal of any inaccurate, out-of-date or incomplete information in their file and the client’s request will be considered by the program.  The file may be changed to reflect the client’s request.  If the program and the client do not agree on the accuracy of the proposed change, the difference of opinion will be noted in the file and the file will remain unchanged.

Data Breach: Unauthorized access to, unauthorized acquisition of, or accidental release of personal information that compromises the security, confidentiality, or integrity of the personal information (PII) constitutes a data breach. 
· Reasonable attempt shall be made to notify clients whose PII has been compromised or released without authorization. 
· The Executive Director or designee will notify the Office of Crime Victims Advocacy (OCVA) within 24 hours of identification of the data breach.
· Concurrent to the actions outlined above, steps shall be taken to restore data, reinforce security and to return all systems to full operation as soon as possible. 
Retention & Destruction of Records:  All client records will be stored in a secure, fire-resistant and locked location.  Only sexual assault advocates and counselors who have signed a confidential agreement shall have access to them.  Files will not be removed from the program’s premises without written authorization of the executive director or program director.

The sexual assault program will keep and maintain confidential survivor files for a period of ____ years. (SUGGESTION: keep records between 7-10 years. ADDITIONAL SUGGESTED OPTION:  “client records may be retained longer if (a) written request is received from the client or (b) the client is a minor in which case the client record will be retained until ten years after the age of majority of the client or the last entry in the record, whichever occurs later”).  At that point, all records will be shredded and electronic records will be wiped.

In the event that the program ceases to operate, client files may be moved to a locked, fire resistant storage area maintained by ___________ until the required time period has expired.  Any requests for records after the agency has ceased operation will be processed through ________________.


