SAMPLE PROCEDURE
[bookmark: _GoBack]Client Record Security, Maintenance, and Access to Files
1) No records or lists will be maintained where they may be seen or read by others that we serve, volunteers, or members of the community.
2) All CSAP personnel will have access to client records on a “need to know” basis.
3) All personnel will be continually reminded of the need to maintain confidentiality of records and will sign an agreement to maintain confidentiality.
4) Personnel must maintain awareness of the presence of others in the office.  Discussions of clients must happen in a private office setting.  Personnel will discuss clients in a professional manner.
5) Information about clients will not be given out over the telephone, in person, or via email, unless requested by a known individual that the client has authorized on a signed release of information.  Personnel will respond with “CSAP policy does not permit us to give out that information.”  This includes requests about whether or not a person is being served by CSAP. 
6) A signed Release of Information form must be on record to release any client information.
7) Statistics and data released by CSAP to state, federal or other agencies will not include information that may identify the person.
8) If, for any reason, records are to be inspected by any authorized outside agency, the individual(s) must be specifically authorized by contractual agreement and must sign a confidentiality agreement.  The taking of notes, copying or removal of records is limited to contractual requirements.
10)	Active files are kept in a locked, fireproof cabinet.  After hours, the key to the client files will be kept locked in a separate cabinet.  Records will be kept safe from loss, destruction, theft and unauthorized use.  Back-up documentation is securely maintained in the Info Net database, via OCVA’s data collection program.
11)	Inactive files are kept locked in the CSAP filing cabinet for up to one year.  Closed files are stored in a locked storage area.  Files are destroyed on a schedule according to our Record-Keeping Policy.
12) In case of dissolution of the agency, records will be forwarded to successor agency.  If there is not a successor, OCVA will be temporary depository for records until a successor is determined.


